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1. Purpose of DPIA
This DPIA assesses the processing of personal data of parish councillors to ensure compliance with UK GDPR and the Data Protection Act 2018.
It addresses the collection, storage, and use of councillor data for council governance, communications, statutory reporting, and public transparency, while identifying risks and mitigation measures.

2. Description of Processing
a) Nature of processing
The council collects, stores, and processes councillor personal data for:
· Official correspondence (emails, letters)
· Council meeting administration, agendas, and minutes
· Allowances, expenses, and payroll (if applicable)
· Publication of councillor information for transparency (website, noticeboards)
· Statutory reporting to local authorities or the public
· Election and register of interests management
b) Types of personal data processed
	Category
	Data

	Identification
	Name, title, photograph (optional), address, contact email/phone

	Financial
	Bank details for councillor allowances

	Governance
	Register of interests, declarations of interest, training records

	Correspondence
	Emails, letters, notes of meetings

	Public-facing info
	Published contact info, role/title, committee membership


c) Special category data
· Health-related information may occasionally be processed (e.g., for accessibility requirements)
· Political opinions are not routinely processed except in official registers of interests
d) Method of processing
· Digital: Council email system, secure cloud folders for governance and HR records, financial software for allowances
· Physical: Paper copies of registers, allowances claims, and correspondence stored in locked cabinets
· Sharing: Restricted to authorised council staff, auditors, external payroll providers, and statutory authorities

3. Necessity and Proportionality
Processing is necessary to:
· Comply with statutory duties under the Local Government Act 1972, Transparency Code, and election regulations
· Ensure payment of allowances and reimbursements lawfully
· Maintain accurate public records of councillor membership and governance
· Enable official communications and council administration
Data minimisation measures:
· Only essential personal data collected and stored
· Sensitive info (financial, health) accessed only by authorised staff
· Public-facing info limited to statutory requirements

4. Consultation
· Councillors informed of data handling through privacy notice
· ICO guidance followed for councillor data and transparency obligations
· Council has discussed data handling policies in annual training sessions

5. Assessment of Risks to Individuals
	Risk
	Likelihood
	Impact
	Risk Rating
	Mitigation

	Unauthorised access to allowances or bank info
	Low
	High
	Medium
	Restricted access to Clerk only, secure digital storage

	Accidental disclosure of councillor contact info
	Medium
	Medium
	Medium
	Clear protocols for website publication, internal email forwarding rules

	Misuse of special category data (health info)
	Low
	High
	Medium
	Limited access, confidentiality agreements, secure storage, deletion when no longer needed



6. Measures to Reduce Risks
· Staff and councillors trained in GDPR, secure data handling, and cybersecurity
· Digital records in encrypted folders
· Access to financial and HR-related councillor data limited to authorised staff
· Regular audits of published and stored data to ensure accuracy and compliance
· Retention schedule enforced to delete outdated or redundant records
· Secure submission and storage of allowances, expenses, and registers

7. Data Retention and Disposal
	Record Type
	Retention Period
	Disposal Method

	Allowances and expense claims
	7 years
	secure digital deletion

	Register of interests
	7 years after councillor leaves office
	deletion

	Correspondence (internal)
	3 years
	deletion

	Governance and meeting records
	Permanent (as part of council minutes)
	N/A – retained as statutory record

	Special category data (health/access)
	Until no longer required
	Secure shredding / secure deletion



8. Approval and Review
· DPIA Approved by: Kim James
· Review Date: April 2027 (or sooner if councillor data processing changes)
Notes:
This DPIA will be reviewed if new systems for councillor data are introduced, statutory obligations change, or a personal data breach occurs.

Signatures:
· Clerk : ___________________
· Parish Council Chair: ___________________

