Data Protection Impact Assessment (DPIA) – Salford Priors Parish Council Finance
Date of Assessment: 28/10/2025
Assessor: Donna Bowles - Clerk
Version: 1.0

1. Purpose of DPIA
This DPIA evaluates the processing of personal data related to financial operations of Salford Priors Parish Council ensuring compliance with the UK GDPR and Data Protection Act 2018. Its goal is to identify and mitigate privacy risks associated with collecting, storing, and sharing financial data.

2. Description of Processing
a) Nature of processing
Salford Priors Parish Council collects, stores, and processes personal and financial data for:
· Payment of staff and councillor allowances
· Invoice processing and payments to suppliers
· Grant applications and disbursements to local organisations
· Council tax precept collection monitoring (limited personal data)
· Bank reconciliation and financial reporting
b) Types of personal data processed
	Category
	Data

	Staff & councillors
	Name, bank account number, payroll info, NI number, contact info

	Suppliers
	Name, business contact, bank details, invoices

	Residents/beneficiaries
	Name, address, email, bank details (for grants or reimbursements)

	Audit & compliance
	Financial records linking individuals to payments



c) Special category data
No sensitive categories (health, ethnicity, political opinions) are routinely processed in finance, except occasional information included in grant applications (e.g., health-related grant eligibility).
d) Method of processing
· Digital: Secure accounting software (e.g., Scribe Accounts, QuickBooks)
· Physical: Paper invoices and payment forms stored in locked cabinets
· Sharing: Limited to auditors, HMRC, and banks via secure channels

3. Necessity and Proportionality
Processing is necessary to:
· Meet statutory obligations (Local Government Act 1972, Accounts and Audit Regulations)
· Pay salaries and supplier invoices lawfully
· Ensure transparency and accountability in parish finances
Data minimisation measures:
· Only essential fields captured for each transaction
· Paper copies destroyed after 7 years in line with accounting requirements
· Digital data access limited to authorised personnel

4. Consultation
· Staff and councillors informed of data handling procedures
· Local residents consulted via council website and newsletter for grant applications
· Advice sought from Information Commissioner’s Office (ICO) guidance on public sector finance

5. Assessment of Risks to Individuals
	Risk
	Likelihood
	Impact
	Risk Rating
	Mitigation

	Theft/loss of paper financial records
	Medium
	High
	High
	Locked cabinets, restricted office access, shredding of obsolete documents

	Cyber breach of accounting software
	Low
	High
	Medium
	Strong passwords, 2FA, software updates, regular backups

	Accidental disclosure in emails
	Medium
	Medium
	Medium
	Staff training, use of encrypted emails for sensitive info

	Unauthorised internal access
	Low
	Medium
	Medium
	Role-based access control, audit logs

	Grant applicant data misuse
	Low
	Medium
	Low
	GDPR-compliant grant forms, secure digital storage, data deletion policy after 1 year



6. Measures to Reduce Risks
· Staff and councillors trained on GDPR and cybersecurity annually
· All financial software is password-protected and regularly updated
· Paper records stored in locked, fireproof cabinets
· Access to financial data restricted to authorised personnel only
· Regular audits and reconciliations to detect anomalies
· Secure, encrypted email and file transfer for sensitive documents

7. Data Retention and Disposal
	Record Type
	Retention Period
	Disposal Method

	Payroll records
	7 years
	Secure shredding / secure digital deletion

	Supplier invoices
	7 years
	Secure shredding / secure digital deletion

	Grant applications
	1 year after completion
	Shredding or permanent deletion

	Audit reports
	7 years
	Secure shredding / secure digital deletion



8. Approval and Review
· DPIA Approved by: Kim James, Chairman
· Review Date: April 2027 (annually or when processing changes)
Notes: This DPIA will be reviewed if the parish council changes its financial processing systems, stores additional personal data, or if there are any breaches/incidents affecting personal data.

Signatures:
· Clerk: ___________________
· Parish Council Chair: ___________________

