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1. Purpose of DPIA

This DPIA assesses the processing of personal data related to human resources (HR) activities of Salford Priors Parish Council, ensuring compliance with UK GDPR and the Data Protection Act 2018. Its purpose is to identify and mitigate privacy risks associated with managing staff, councillor allowances, recruitment, and employment records.

2. Description of Processing

a) Nature of processing
Salford Priors Parish Council collects, stores, and processes personal data for HR purposes, including:

· Recruitment and induction of staff
· Payroll and allowances for staff and councillors
· Performance management and appraisals
· Training records and mandatory compliance checks
· HR-related communications
b) Types of personal data processed

	Category
	Data

	Staff & councillors
	Name, address, phone/email, NI number, bank account, payroll data, emergency contacts

	Recruitment
	CVs, references, interview notes, qualifications, right-to-work documents

	HR management
	Performance reviews, training records, disciplinary actions

	Health & safety
	Medical info for adjustments, sickness records (special category data)


c) Special category data
· Health information related to sickness absence or adjustments
· Information on disabilities for reasonable adjustments
· Occasional diversity data for equality monitoring
d) Method of processing
· Digital: HR software or secure spreadsheets (e.g., SAGE HR, Excel in secure folders)
· Physical: Paper contracts, medical certificates, and disciplinary records stored in locked cabinets
· Sharing: Limited to payroll provider, auditors, insurance, and statutory bodies via secure channels


3. Necessity and Proportionality
Processing is necessary to:
· Meet employment law obligations (Employment Rights Act 1996, Equality Act 2010)
· Ensure accurate payroll and pension contributions
· Monitor and support employee welfare
· Maintain records for audits, statutory reporting, and legal claims
Data minimisation measures:
· Only essential HR fields captured for employment purposes
· Paper and digital files kept securely and access restricted
· Data retention schedules followed strictly

4. Consultation
· Staff informed of HR data collection and rights via privacy notices
· Council consulted with ICO guidance on HR processing
· External payroll and HR software providers advised on GDPR compliance

5. Assessment of Risks to Individuals
	Risk
	Likelihood
	Impact
	Risk Rating
	Mitigation

	Loss of paper HR files
	Medium
	High
	High
	Locked cabinets, restricted office access, shredding after retention period

	Cyber breach of HR systems
	Low
	High
	Medium
	Strong passwords, 2FA, encrypted storage, regular backups

	Accidental disclosure of sensitive info via email
	Medium
	Medium
	Medium
	Staff training, encrypted emails, restricted sharing

	Unauthorised internal access
	Low
	Medium
	Medium
	Role-based access, audit logs, HR files segregated from general office access

	Misuse of health data
	Low
	High
	Medium
	Limited access to HR/admin only, consent where required, strict retention and deletion policies

	Breach in recruitment data (e.g., CVs)
	Medium
	Medium
	Medium
	Secure storage, deletion after 6 months if not hired, confidentiality agreements



6. Measures to Reduce Risks
· Mandatory GDPR and HR data handling training for staff and councillors
· Paper HR files stored in locked, fireproof cabinets
· Access to HR digital systems restricted to authorised HR personnel
· Role-based permissions and audit logs for HR software
· Secure shredding of outdated records and encrypted deletion of digital files
· HR data included in regular internal audits

7. Data Retention and Disposal
	Record Type
	Retention Period
	Disposal Method

	Employment contracts
	6 years after termination
	Secure shredding / secure digital deletion

	Payroll records
	7 years
	Secure shredding / secure digital deletion

	Recruitment applications (unsuccessful)
	6 months
	Shredding / secure deletion

	Health and absence records
	6 years after employment ends
	Secure shredding / secure digital deletion

	Performance appraisals
	6 years
	Shredding / secure deletion




8. Approval and Review
· DPIA Approved by: Kim James, Chairman
· Review Date: April 2027 (annually or if HR processing changes)
Notes: This DPIA will be reviewed if HR processes are updated, new software is introduced, or if there is a personal data breach.

Signatures:
· Clerk: ___________________
· Parish Council Chair: ___________________

