Data Protection Impact Assessment (DPIA) – Garden Allotment Land Lease
Between: Warwickshire County Council (WCC) & Salford Priors Parish Council (SPPC)
Date of Assessment: 04/11/2025
Assessor: Donna Bowles
Version: 1.0

1. Purpose of DPIA
This DPIA evaluates the processing of personal data related to the garden allotment land lease from WCC to SPPC.
It ensures that all data handling associated with the lease — including lease management, tenant registration, payments, and communications — complies with UK GDPR and the Data Protection Act 2018, and identifies risks to individuals’ personal data and appropriate mitigations.

2. Description of Processing
a) Nature of processing
Personal data is collected and processed in connection with:
· Lease agreement administration between WCC and SPPC
· Management of allotment tenants and plots
· Collection of rent or plot fees
· Record-keeping for finance, inspections, and maintenance
· Correspondence regarding lease terms, allotment rules, and tenant communications
b) Types of personal data processed
	Category
	Data

	Lease administration
	Names, roles, signatures of SPPC & WCC representatives, contact emails, phone numbers

	Allotment tenants
	Name, address, phone, email, plot number, payment details

	Financial data
	Payment receipts, bank account details (for rent collection)

	Correspondence
	Emails, letters, and inspection notes linked to tenants or representatives

	Legal documentation
	Signed lease agreements containing personal identifiers of signatories


c) Special category data
Occasionally, tenants may provide medical information for reasonable adjustments (e.g., accessibility needs), which counts as special category data.
d) Method of processing
· Digital: SPPC maintains tenant spreadsheets, secure finance software, and scanned lease documents in password-protected folders
· Physical: Lease agreements and paper tenant forms stored in locked cabinets in the parish office
· Sharing: Limited to authorised SPPC staff, auditors, WCC, and banks as necessary

3. Necessity and Proportionality
Processing is necessary to:
· Administer the lease agreement between WCC and SPPC
· Maintain accurate financial records and collect allotment fees
· Manage tenant records and comply with statutory reporting
· Facilitate communication for plot management, maintenance, and compliance
Data minimisation measures:
· Only essential personal data collected from tenants and representatives
· Paper and digital files stored securely with restricted access
· Personal contact information is not published publicly

4. Consultation
· Lease and tenant data processing reviewed by SPPC council members
· Data handling practices aligned with ICO guidance on local authority land management and tenancy
· Tenants informed of data collection via privacy notice upon registration
5. Assessment of Risks to Individuals
	Risk
	Likelihood
	Impact
	Risk Rating
	Mitigation

	Loss or theft of paper lease/tenant records
	Medium
	High
	High
	Locked cabinets, restricted access, shredding of outdated records

	Cyber breach of digital tenant records
	Low
	High
	Medium
	Strong passwords, 2FA, encrypted storage, regular backups

	Accidental disclosure of tenant contact info
	Medium
	Medium
	Medium
	Staff training, encryption for email communications, no publication of personal data

	Retaining outdated tenant data after plot change or departure
	Medium
	Low
	Low
	Annual review of tenant lists and deletion of records no longer required



6. Measures to Reduce Risks
· Annual staff training on GDPR and secure handling of tenant/lease data
· Paper documents stored in locked cabinets; digital records in encrypted, access-controlled folders
· Tenant consent obtained for necessary communications
· Role-based permissions for digital systems and audit logs maintained
· Outdated records shredded or securely deleted per retention schedule
· Payments collected via secure banking methods only

7. Data Retention and Disposal

	Record Type
	Retention Period
	Disposal Method

	Lease agreement
	6 years after lease expiry
	secure digital deletion

	Tenant registration forms
	6 years after plot tenancy ends
	secure digital deletion

	Payment records
	7 years (statutory financial retention)
	secure digital deletion

	Correspondence
	3 years after conclusion
	deletion

	
	
	



8. Approval and Review
· DPIA Approved by: Kim James
· Review Date: April 2027 (or sooner if lease or data processing changes)
Notes:
This DPIA will be reviewed if SPPC updates its allotment management systems, new software is introduced, or a personal data breach occurs.

Signatures:
· Data Protection Officer (SPPC): ___________________
· Parish Council Chair: ___________________





